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Metadata is data that describes data or another resource (e.g., a biospecimen), and is

a key part of what ensures data are findable, accessible, interoperable and re-useable

(FAIR). Metadata may in some circumstances be considered personal data –

sometimes to the surprise of organizations seeking to process or publish them. What

counts as metadata, what types of metadata are needed to realize FAIRness, and

whether or not metadata need to be published depend on the context. 

 

Some metadata models describe datasets (i.e., collections or cohorts) as part of data

catalogues. Data catalogues are typically published to enable the research community

to discover relevant datasets for their projects. Dataset metadata may include the

following: 

information about the nature of the data (e.g., documentation describing

data models, dictionaries, and standards) and data quality (e.g.,

completeness of data fields). 

administrative information concerning the organization holding the dataset,

and applicable access and use conditions. 

statistical descriptions of the dataset, such as the mean and distribution of

different data fields. 

Organizations publishing dataset metadata should keep a look out for certain risks of

privacy breach. For example, some administrative metadata is personal data–such as
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the names, email addresses, and affiliations of the responsible Principal Investigators.

Permission may be required to publish these data. Statistical descriptions of datasets

may leak personal data, e.g., where the datasets are small (e.g., in rare disease

contexts) or incrementally updated. Indeed, where a small number of individuals are

added to a dataset, the difference between the new statistical description and the old

one may leak personal data. Publishing genomic summary statistics might also be

subject to attacks that reveal if an individual is a member of the dataset (in turn

potentially revealing sensitive attributes like disease status). Keep in mind also that

generating statistics from underlying health and genetic data is a form of processing

that requires adherence to applicable data protection regulations.  

 

Bioinformaticians also commonly use the term metadata for data that describes

individual research participants (e.g., donor ID, age, gender, primary phenotype), as

well as samples extracted from an individual (e.g., tissue type, preparation), and

sequencing experiments run on these samples. Individual-level metadata enable the

comparison, linkage, and re-use of sequence data. A handful of individual-level

metadata fields may also be published to facilitate data discovery, such as each

subject’s age, gender, and phenotype. The label “metadata” should not, however,

distract from the fact that these data are in essence individual-level demographic and

health data (albeit usually low-dimensional data).

 

As with any human data, controllers must assess the identifiability of metadata before

proceeding with processing or publication. In doing so they must consider all means

reasonably likely to be used by any person to re-identify the individual and objective

factors including the costs and time required, available technology at the time of the

processing and technological developments. A contextual, risk-based approach is

recommended for identifiability assessments. The need to enable discovery by the

research community offers a justification for publishing metadata, though publication

also limits available safeguards and reduces contextual certainty over identifiability.

Aggregate data or a handful of individual-level data fields are typically sufficient to

enable data discovery. A data protection impact assessment can be performed to

demonstrate that such data poses lower risks of both re-identification and disclosure

of sensitive information than the underlying data. It is often possible to mathematically

demonstrate a low or nil risk of re-identification for such data using frameworks like k-

anonymity. Release of metadata can also be controlled through a Beacon-type query

interface, limiting the amount of metadata released to any particular requestor.

Differential privacy controls can be added to these interfaces that protect against a

requestor making multiple different queries in the aim of re-identification. Finally,

layered approaches can be adopted to balance discovery and protection, e.g., by

releasing a subset of metadata publicly, while limiting access to richer metadata to

registered requesters.

 

Data archives can also play a role in balancing discovery and protection. Data

submission agreements should clarify who is responsible for ensuring the anonymity

of metadata that will be published in a data catalogue. Data protection by design can

inform the structure of metadata models. Metadata field descriptions should be clear

and focused, and potentially constrained by controlled vocabularies, to avoid the risk of

inadvertent entry and release of personal data. Data models can also intuitively

segregate sensitive (e.g., individual disease status) and non-sensitive (e.g., sample

type) attributes (see Figure 1).
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From a policy perspective, it is important not to hyperfocus on the data protection risks

of processing or publishing metadata. Metadata not only facilitates scientific activity; it

also supports both data protection and sustainability. Ecosystems where researchers

can effectively discover, access, and re-use relevant genomic and health data are

both more ethical – avoiding unnecessary disclosures of irrelevant data – and more

efficient – saving both researchers and data providers time and resources discovering,

accessing, and re-using data.

 

Figure 1. Segregation of Sensitive and Non-sensitive Metadata

This figure shows a metadata model with fields describing individuals, as well as

additional fields describing one or more samples taken from a given individual. The

metadata model is nested – each sample can equally be described by the associated

individual metadata. The metadata model also segregates “sensitive” individual level

metadata (which is kept secure), from non-sensitive sample-level metadata. The figure

is provided courtesy of Coline Thomas, European Molecular Biology Laboratory -

European Bioinformatics Institute (EMBL-EBI).
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